
CPU Vulnerabilities
Finding Bugs Where Software Ends

Michael Schwarz | FOSAD Summer School 2026







Who am I

Dr. Michael Schwarz

Faculty @ CISPA

Research on CPU security and
side channels

# michael.schwarz@cispa.de
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you might have read my name in combination with cpu vulnerabilities

mailto:michael.schwarz@cispa.de


Why Should We Listen to Your Rant?

Spectre, Meltdown

Transient execution
attacks

ÆPIC Leak

Architectural leaks
pioneer

PLATYPUS

Software power side
channels

ZombieLoad, CacheWarp, GhostWrite,

StackWarp, LoongLeak, and more

KPTI, Cloudflare

Defenses in production

"Yes, I probably broke your CPU."
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while breaking your cpu, i have talked to many people, and collected a lot of misconceptions that i want to take about today



Why Should We Listen to Your Rant?

Spectre, Meltdown

Transient execution
attacks

ÆPIC Leak

Architectural leaks
pioneer

PLATYPUS

Software power side
channels

ZombieLoad, CacheWarp, GhostWrite,

StackWarp, LoongLeak, and more

KPTI, Cloudflare

Defenses in production

"Yes, I probably broke your CPU."

2



while breaking your cpu, i have talked to many people, and collected a lot of misconceptions that i want to take about today



Why Should We Listen to Your Rant?

Spectre, Meltdown

Transient execution
attacks

ÆPIC Leak

Architectural leaks
pioneer

PLATYPUS

Software power side
channels

ZombieLoad, CacheWarp, GhostWrite,

StackWarp, LoongLeak, and more

KPTI, Cloudflare

Defenses in production

"Yes, I probably broke your CPU."

2



while breaking your cpu, i have talked to many people, and collected a lot of misconceptions that i want to take about today



Why Should We Listen to Your Rant?

Spectre, Meltdown

Transient execution
attacks

ÆPIC Leak

Architectural leaks
pioneer

PLATYPUS

Software power side
channels

ZombieLoad, CacheWarp, GhostWrite,

StackWarp, LoongLeak, and more

KPTI, Cloudflare

Defenses in production

"Yes, I probably broke your CPU."

2



while breaking your cpu, i have talked to many people, and collected a lot of misconceptions that i want to take about today



Why Should We Listen to Your Rant?

Spectre, Meltdown

Transient execution
attacks

ÆPIC Leak

Architectural leaks
pioneer

PLATYPUS

Software power side
channels

ZombieLoad, CacheWarp, GhostWrite,

StackWarp, LoongLeak, and more

KPTI, Cloudflare

Defenses in production

"Yes, I probably broke your CPU."

2



while breaking your cpu, i have talked to many people, and collected a lot of misconceptions that i want to take about today



Why Should We Listen to Your Rant?

Spectre, Meltdown

Transient execution
attacks

ÆPIC Leak

Architectural leaks
pioneer

PLATYPUS

Software power side
channels

ZombieLoad, CacheWarp, GhostWrite,

StackWarp, LoongLeak, and more

KPTI, Cloudflare

Defenses in production

"Yes, I probably broke your CPU."
2



while breaking your cpu, i have talked to many people, and collected a lot of misconceptions that i want to take about today



CPUs Have Vulnerabilities Too

Meltdown and Spectre
⇓

Since Meltdown and
Spectre, we know:
CPUs can have

security vulnerabilities
too
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Why CPU Vulnerabilities Feel Different

Long Lifetime

Hardware ships before
flaws are found.

Big Impact

One core design can
appear in many systems.

Repair Friction

Replacement is slower
than patching software.

Security consequence

A small mistake can become a platform-wide isolation failure.
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The CPU is Critical Infrastructure

Secure Software needs secure CPUs

⇓

Hospitals, finance, transport, and
clouds all inherit the security

properties of their CPUs
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Brief History of CPU Security

2005

Side 
Channels

CPU 
Bugs

We focus on architectural CPU vulnerabilities
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Brief History of CPU Security

2005

Side 
Channels

CPU 
Bugs

2023

Architectural 
Side Channels

2018

Transient
Execution

Attacks

2022

Architectural 
CPU Vulnerabilities

We focus on architectural CPU vulnerabilities
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Four hours, two labs

Part I

Architectural meta-data
leakage

Part II

Architectural data
leakage

Both

Crossing privilege
domains to extract
secrets

Takeaway

Session 1 starts with side channels
Session 2 continues with direct data leakage
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A motivating question

If a user process obtains the correct architectural result, can
it still learn something it was never authorized to know?

victim action hidden CPU state attacker observation

The answer is often yes.
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Basics



The Italian Job



Side Channels in Software

In the physical world, we can
listen for sound.

In software, we listen to
TIME.
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Example: PIN Comparison

• Trivial approach: Compare each digit until a difference

1 2 3 4 5 Correct

Input1 2 3 3 0
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Example: PIN Comparison

• Measuring the execution times for different PINs

PIN Time
0000
1000
2000
3000

· · · · · ·

• If digit is correct, next digit is checked→ longer execution time

• 10 tries (maximum) to get a digit
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PIN Time
1000
1100
1200
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• Repeat for every digit

• Longest execution time reveals correct digit
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Example: PIN Comparison

One digit at a time: exponential search → linear work

Side channel
linear: 10n ≤ 10 ≤ 10 ≤ 10 ≤ 10+ + +

≤ 40
measurements

Brute force
exponential: 10n 10 10 10 10× × × 10000

candidates

250×
fewer tries
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• Many functions can be implemented with secret-independent
runtime

1 2 3 4 5 Correct

Input

Difference

1 2 3 3 0

0

• Sometimes it is the hardware that leaks
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1 2 3 4 5 Correct

Input

Difference

1 2 3 3 0
- - - - -

6

• Sometimes it is the hardware that leaks
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What To Do With a Side Channel?

Direct attacks (mostly crypto) Fingerprinting attack targets

Exploit helper Building block for CPU bugs

16



“I doubt you can measure
these small difference in

practice”



Observing a CPU



High-resolution Timers

x86

rdtsc
CPU cycles, unprivi-
leged

Arm

PMCCNTR_EL0
CPU cycles, some-
times unprivileged

RISC-V

rdcycle

CPU cycles, some-
times unprivileged
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Measuring Time

start =

x = y + 1

end =

∆ = end - start

1. run: ∆ = 302

2. run: ∆ = 54
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Measuring Time

start =

x = y + 1

end =

∆ = end - start

1. run: ∆ = 302

2. run: ∆ = 54

Microarchitectural State
Access→ cache→ faster execution. Well understood and expected.
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Time + Threshold
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Time + Threshold
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Time + Threshold

reload(addr):

t0 = time()

load(addr)

t1 = time()

return t1-t0 < threshold
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t0 = time()

load(addr)

t1 = time()

return t1-t0 < threshold

19



Cached vs Uncached

60 80 100 120 140 160 180 200 220 240 260 280 300 320 340
0

1

2

3
·105

Access time [CPU cycles]

N
u
m
b
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ce
ss
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Cache Hits
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Timer Resolution

0 50 100 150
0

1

2

3

timer ticks

co
u
n
t
×
10

5

hit miss hit and miss
share the
same
timer values
No threshold
separates them.

Takeaway

Low timer resolution→ no useful architectural signal
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What if we have
no timer at all?



What if we have
no timer at all?



Time + Threshold

reload(addr):

t0 = time()

load(addr)

t1 = time()

return t1-t0 < threshold
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Time + Threshold

reload(addr):

t0 = time()

load(addr)

t1 = time()

return t1-t0 < threshold

reload_oracle(addr):

if addr in cache:

return 1

return 0

23



Architecture

Micro-
architecture



Architectural versus Microarchitectural

Architectural

• Register value

• Value in memory

• CPU flag

• Exception

Microarchitectural

• State of internal element (e.g.,
cache)

• Runtime differences

• Power consumption

• Stalls and contention

24





KASLR

possible bases

boot chooses one random offset

this boot kernel

secret base
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KASLR Break

Kernel

TLB
Page-Table
Walk
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KASLR Break - Timing

255 260 265 270 275 280 285 290 295 300
200

220

240

Kernel offset [MB]

E
xe
cu

ti
on

Ti
m
e

x86 (AMD)
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KASLR Break - Retired Instructions

0 20 40 60 80 100 120 140 160 180

4,200

4,400

4,600

Kernel offset

In
st
r.

RISC-V (U74)
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“Nice example, but this is not
generic”



Finding
Vulnerabilities



CPU Security Testing is in its Infancy

Technique Software CPU

Manual ✓ ✓

Random Fuzzing ✓ ✓

Guided Fuzzing ✓ ∼

Static Analysis ✓ ∼

Symbolic Execution ✓ ∼

Sanitizer ✓ ✗

29



and it is not that we should simply ``port'' these techniques, as bugs are different



Software Bug

Often just crashes
Directly seen
Per program

CPU Bug

Refuses to crash
Indirectly seen

Complex state and interaction

30
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and not only bugs are different, also properties



Software Testing vs CPU Testing

Feature Software CPU

Input Data Code

Can run in a debugger ✓ ∼

Has feedback ✓ ∼

Emulation fast slow

Crashes ✓ rarely

Execution linear parallel

Has laws of physics ✗ ✓

31



and of course, there is another difficulty



Start With a Target

Target: the cache

one cache set

hit
or miss

• Two easy states: cached or
not cached

• Software can prepare
either state

• Victim activity changes
the state

Takeaway

Can an instruction sequence convert cache state into a normal
architectural value?

32



A Simple Oracle Shape

state 0: miss candidate program register value A

Repeat with state 1 and look for register value B

Takeaway

The observation must be reliable enough to
distinguish distributions
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ExfilState: Finding a Leak

ldxr x2, [x0]

stxr x3, x4, [x0]

load [x0]

load [x1]

flush [x0]

load [x1]

[x0]

[x1]

cache

-

[x1]

cache

x3 = 0
x2 = 8

reference

x3 = 1
x2 = 8

microarch.
state

architectural
state

̸=

→ Found potential leak!

• Generate random instruction
sequence

• Generate cache state

• Prime microarchitectural state

• Run sequence

• Collect architectural state

• Compare to reference state

34
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ExfilState: Identifying a Good Leak

ldxr x2, [x0]

stxr x3, x4, [x0]

[x0]

[x1]

cache

-

[x1]

cache

x3 = 0
x2 = 8

x3 = 1
x2 = 8

microarch.
state

architectural
state

pic
k pick

x3 = 0

x2 = 8

reference? ?

fp++ tn++
= ̸=

tp++fn++
≠=

• Repeat 5k times:

• Randomly pick discovered
cache state

• Prime microarchitectural state
• Run sequence
• Collect architectural state
• Compare to reference state

• Compute F-score

• If high: Found Leaking
Sequence!
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Sequence!
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Manual review has a combinatorics problem

FUZZ

ALL THE TH

There are more instruction sequences than there are coffee breaks
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How do such sequences look like? — Lx+Sx

LDXR x2, [victim]

STXR x3, x4, [victim]

• Load victim

• Mark as exclusive access

• Store to victim

• Check exclusive access

• x3=0: Success

• x3=1: Failure
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What do such sequences look like? — Lx+Sx

LDXR x2, [victim]

STXR x3, x4, [victim]

• ExfilState uncovers:
victim in cache ⇐⇒ x3=0

• x3 architecturally leaks cache
state

39



What do such sequences look like? — Lx+Sx

LDXR x2, [victim]

STXR x3, x4, [victim]

• ExfilState uncovers:
victim in cache ⇐⇒ x3=0

• x3 architecturally leaks cache
state
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“Why is this a security
problem?”



Leaking User Input on Android

shared library
libinput.so
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Leaking User Input on Android
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Takeaway

Timers are optional
for side channels

Architectural
boundary gets blurry

Differential testing
finds leaks

Takeaway

Tomorrow we’ll ask the harder question:
Can the CPU leak the data directly?

43


	Basics
	Observing a CPU
	Finding Vulnerabilities

