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It’'s Me Again!
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You might know me from
lectures like ...

CPU Vulnerabilities
Finding Bugs Where

Dr. Michael Schwarz

Still Faculty @ CISPA

Software Ends

Yesterday's talk
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-, . Welcome back

Yesterday we searched for meta-data leakage. Today we
want to get actual data.




_ “Data leakage? Someone
; e would have seen that”
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. Start with Strong Attackers

[ Malicious hypervisor controls VM execution and memory ]

[ Operating-system attacker kernel privileges on the host ]

[ User-space attacker unprivileged process on the host J

[ Attacker inside a VM code confined to a guest ]

REMOVE PRIVILEGES

MOVLLV FHL NFHLON3ALS

Vi
N

[ Remote attacker network input only j

A strong threat model is a starting point, not the final result

maximize control + observability — understand the primitive — generalize the attack
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. " INVD Instruction

g
- _ .

n 5

Does not write modifications to

Flushes internal CPU caches
memory

Use this instruction with care. Data cached internally and not writ-

ten back to main memory will be lost. [..] software should instead
use the WBINVD instruction.
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. CacheWarp: Basic Primitive

%

Hypervisor Victim VM CPU Cache DRAM

printf ("%d", i);
i=4;

invd > printf ("%d", 1i);

Output

3
3

U0 oo uoouonroTd

(1] []
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.. sudo Exploit

int uid = 0;

if( uid == 0 ) {
// continue as root

} else {
// ask for password
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Timewarp

3
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retl1()
x = ret1() return 1

if x ==
true—> WIN() ret0()
x = ret0() return O

FAILQ)



Generic exploits are possible,
nearly independent of

running software.




:" AMD: Not Great, Not Terrible

AMD Security Bulletin

AMD has provided a hot-loadable microcode patch and up-
dated the firmware image [..] Thisissue has not been found to

impact AMD 4th generation “Genoa” EPYC™ processors (“Zen
4" microarchitecture).

AMD INVD Instruction Security Vulnerability (AMD-SB-3005)
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. _ StackWarp - TL;DR

AMD SEV-SNP
Victim VM

Return Address
Saved RBP

Local Variables

Stack
Pointer

Local Variables

©

STACK

n
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“ Chicken Bits
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TURN OFF



. Feature Selection

Features can be on or off

13
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SCHRGPINGE.’KS cmcxsgf

“14 213 vA SRR

Cycle on/off — state known when used
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First Observable Effect

MSR 0xC0011029

15

Errate 721

6324 - 2214 - 121 9:8
clflush SW

Errata 1021 prefetch

disable single

serializing

' disable 1fence serializing
dispatch
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" First Observable Effect

MSR 0xC0011029

15

6324 18:14- 121 9:8
clflush SW
Errata 1021 Errate 721
serializing prefetch

disa'ble single  gisable 1fence serializing
dispatch



. Observable Effect

Program received signal SIGILL, Illegal instruction.
0x00007ffff7d1ba88 in __GI___libc_read (£fd=0, buf=0x7ffff7f9c000, nbytes=131072) at
sysdeps/unix/sysv/linux/read.c:26
26 in ../sysdeps/unix/sysv/linux/read.c
(gdb) bt
0 0x00007ffff7d1ba88 in __GI___libc_read (fd=0, buf=0x7ffff7£9c000, nbytes=131072) at
sysdeps/unix/sysv/linux/read.c:26
0x0000555555557f66 in 77 ()
0x0000555555557285 in 7?7 ()
0x00007ffff7c2alca in __libc_start_call_main (main=main@entry=0x555555556730, argc=
argc@entry=1, argv=argv@entry=0x7fffffffd3d8) at ../sysdeps/nptl/libc_start_call_main.h
:58
0x00007ffff7c2a28b in __libc_start_main_impl (main=0x555555556730, argc=1, argv=0
x7ff£££ffd3d8, init=<optimized out>, fini=<optimized out>, rtld_fini=<optimized out>,
stack_end=0x7fffffffd3c8) at ../csu/libc-start.c:360
0x0000555555557ae5 in 7?7 ()




.~ Understanding the Crash

17

That strongly indicates control flow got
redirected (misaligned jump/return)
Look on the stack for values near
Ox7ffff7d1ba88. If you see that address
sitting where a return address should
be, you likely have a smashed stack /
overwritten return address.
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Performance Counter Evidence

Instruction class

Bit set

Implicit stack ops (push/pop, call/ret)
Explicit rsp updates
Non-stack arithmetic

More .0ps
Fewer ;.0ps
Unchanged

18
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. _ The Culprit: The Stack Engine
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The Culprit: The Stack Engine

Program Stack Engine Victim Stack
push 1 ARSP: 0
push 2 L
2
push 3
: : RSP — | 3 | <RSP
» mov %rax, Arsp
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... StackWarp: Basic Primitive

Attacker VM  Victim VM  Stack Engine Victim Stack
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. Attack Targets
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Fault-attacks Privilege Kernel Code
on Crypto Escalation Execution

21



“Malicious hypervisors sound
more theoretical than
practical”
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GhostWrite: Circumventing Virtual Memory

-
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Normal Memory Write

User-Mode Process

sb t1, 0(t0)

Virtual Address

Permissions

Page Table
Checked

Physical Memory

24



GhostWrite: Circumventing Virtual Memory

Normal Memory Write

User-Mode Process

sb t1, 0(t0)

GhostWrite

User-Mode Process

Virtual Address

vsel28.v v0, 0(t0)

Permissions

Page Table
Checked

Physical Memory

Physical Memory
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~ GhostWrite

An architectural bug in a RISC-V vector implementation al-
lowed writes to physical memory.

Result: Write-anything-anywhere primitive

Architectural bugs are not an x86-only problem.

25



_“But nobody uses RISC-V in
) real deployments”




Home / RISC-V

Elastic Metal
RV1

The world's first RISC-V servers available in
the cloud.

Taste the new open processor architecture
now.

Will you take the risk?

Order Now

Read the press release >




x
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“ Works on the Cloud

. =EEeeeee=.
@eEEEEAREEEEEcee
(@a@eee @eeeee — —
@eea@ @eeae VA A

@eee @@ee A A
@ee @ee I N, [/
@ee @ee
@ee CEY) —oro oo oS S C S O SO TS T DTS I Om O SoO TS
@e@ @e@ The world's first on-demand server by Scaleway.
@ee @@@  ~-- === oo
@ee ©eee : riscv6d
@ee @ee : 4 cores @ 1.848Ghz - 1isa rve4imafdcvsu
@ee @ee : 16G1B
@ee @ee : 128GB
@ea @ee : 100Mb/s

Welcome to Ubuntu 23.10 (GNU/Linux 5.10.113+ riscv64)
* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

0 updates can be applied immediately.

Last login: Sat Mar 9 14:16:33 2024 from 87.145.163.240
ubuntu@risc:~% sudo ./a.out

Virtual address: 3Teab9t000
Phyiscal address: 3efc9b000
Value before: caaa
Value after: cafe

ubuntu@risc:~$ i
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. LoongArch

Chinese domestic
CPUs produced by

27

Loongson

[TTT]
RISC architecture
supported by Linux,
GCC, QEMU

P
J1I11

.
Mainly in
government and
enterprise
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. _ Vectors are Difficult
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:"" Vectors are Difficult

Y

[data] Target Cache Line
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' FLD.S

‘unspecified" | Floating-point Register (32 byte)

0O 4 8 32
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:"" Vectors are Difficult

[leakage] Unrelated Cache Line
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; [data] Target Cache Line
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[leakage] Floating-point Register (32 byte)
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:"" Vectors are Difficult

D>

Cache Line from Set X

0 64

[leakage] Cache Line from Set X

64

; [data] Target Cache Line
FLD.S | 64
[leakage] Floating-point Register (32 byte)

o 4 8 32
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LoonglLeak Consequence

Z,
KT

Cache location L1 Cache Line Readout
ey — | 3005
o o4 non-destructive

Any data in L1 becomes readable
Same logical core or sibling logical core
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. _ Threat Model
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@E Process Julalil e Process
v .
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... Attack Targets

() )
@ BE K
(K)ASLR

Root Password
Break

Hash

LUKS Disk
Encryption
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“Is it really that bad?”




. State of CPU Vulnerabilities

Vulnerability Conf. Integ. Minimum attacker ISA

% StackWarp v Hypervisor x86

@jﬁ CacheWarp v Hypervisor x86

iﬁ Fabricked v v Hypervisor + UEFI x86
@ Staleus v v Hypervisor x86

ZAPIC Leak v Hypervisor / OS x86

’} Zenbleed v user space x86

@@ GhostWrite v v user space RISC-V
@ LoonglLeak v user space LoongArch




... Pandora’s Box

%

Security vulnerabilities in CPUs are real
35



... Pandora’s Box

%

Side channels often used to see them
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... Pandora’s Box

%

Architectural bugs keep showing up
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. Mitigations

%10

JLoongArchj

Xx86 RISC-V

Requires new hardware,
some OS workarounds

Microcode/firmware

updates

36



. Expectations for CPU Vulnerabilities

EXPLOIT-0-METER

Exploits now?
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. Expectations for CPU Vulnerabilities

EXPLOIT-0-METER

Exploits in a few years?
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Expectations for CPU Vulnerabilities

EXPLOIT-0-METER

Exploits if somone builds automated tooling?
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-,. Takeaways

%

3% CPUs must be treated like software

just faster, harder to debug, and deployed at massive scale

& CPU bugs are exploitable

across VMs, enclaves, and privilege boundaries

B Testing still in its infancy

needs observability, metrics, strategies

38



